NONDISCLOSURE AGREEMENT

This Nondisclosure Agreement (the “NDA”) is entered into this | F4y day of, Dec. 20 by and
between f-\o)ne«— Uealrn | with its principal offices at 0 Co VA Blogo Fie § LRecc':iVir‘;g
Paity”), and the Arizona State Retirement System, located at 3300 North Central Avenue, Phoenix,

Arizona (“Disclosing Party”), for the purpose of preventing the unauthorized disclosure of Confidential
Information as defined bélow.

1. Definition of Confidential Information. For purposes of this NDA, “Confidential Information™ shall
include all information or material thdt is proprietary to the Disclosing, Party, which is not generally
known other than by the Disclosing Party. Confidential Information includes but is not limited to security.
infrastructure and capabilities, risk assessment information, security assessment iii'fhrmatibn-,, and
penetration testing information,

2. Exclusions from Confidential Information. Receiving Party’s obligations under this NDA do not
extend to information that is: (a) publicly known at the time of disclosure or subsequently becomes
publicly known;t'hrough no fault of the Receiving Party; (b) discovered or created by the Receivin g Party
before disclosure by Disclosing Party; (¢) learned by the Receiving Party through legitimaté means other
than from the Disclosing Party or Disclosing Party’s representatives; (d) disclosed by Receiving Party
with Disclosing Party’s prior written approval; (e) disclosed by Receiving Party pursuant 1o the lawful
requirement of a court or government agency or where required by operation of law; and (f) any other
information that both parties agree in writing is not confidential.

3. Obligations of Receiving Party, Receiving Party shall hold and maintain the Confidential Information
in confidence. Receivin g Party shall restrict access to Confidential Information to employees, contractors
and third parties as is reasonably required and shall require those persons to sign nondisclosure
restrictions at least as protective as those in this NDA, Receiving Party shall not; without prior written
approval of Disclosing Party, use for Receiving Party’s own benefit, publish, copy, or otherwise disclose
to others any Confidential Information. Rece‘ivihg Party shall return to Disclosing Party any and all
records, notes, and other written, printed, or tangible materials in its possession pertdining to Confidential
Information immediately if Disclosing Party requests it in writing. Receiving Party shall immediately
destroy any of the Confidential Information (or the. reasonably non-recoverable data erasure of
computerized data) upon termination of this NDA and, upon request, certify in writing such destruction
by an authorized officer of the Receiving Party supervisinig the destruction.

4. Time Periods. Receiving Party’s duty to hold Confidential Information in confidence shall remain in
effect until the Confidéntial Trformation no longer qualifies as proprietary, until Disclosing Party sends
Receiving Party written notice. releasing Receiving fPa‘r_ty from: thisNDA, or for one (1) year from the date
first above written, whichever occurs first.

5. Relationships. Nothing contained in this NDA shall be deeried to constitute either party a partner,
Relationships __ . 1 cither party a p.
Joint veniturer or employee of the other party for any purpose.

6. Severability. If'a court finds-any provision of this NDA invalid or unenforceable, the remainder of this.
NDA shall be interpreted so as best to effect the intent of the parties.

7. Integration, This NDA expresses the complete understanding of the parties with respect to the subject
matter and supersedes all prior proposals, agreements, representations and understandings. This
Agreement may.not be amended except in a writing signed by both parties.




8. Authorization. This NDA and each party’s obligations shall be binding on the representatives, assigns
and successors of such party. Each party has signed this NDA through its authorized representative as of

the date first above written.
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